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Social bots

Automated fake accounts in online social networks (OSNS)
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Designed to deceive and appear human

Hwang et al. Socialbots: Voices from the fronts. ACM Interactions 19, 2 (March 2012), 38-45.



What is at stake?



Fake accounts are bad for business
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Facebook shares drop on news of fake accounts

83 million accounts false or dl..IFI"BEtEE, company reveals
The Associated Press  Posted: Aug 03, 2012 10:47 AMET | Last Updated: Aug 03, 2012 2:11 PMET

“... If advertisers, developers, or investors do not perceive
our user metrics to be accurate representations of our user
base, or if we discover material inaccuracies in our user
metrics, our reputation may be harmed and advertisers
and developers may be less willing to allocate their
budgets or resources to Facebook, which could negatively
atfect our business and financial results...”



Fake accounts are bad for users

OSNSs are attractive medium for abusive users
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Social Infiltration

Connecting with many benign users (friend request spam)

Bilge et al. All your contacts are belong to us: Automated identity theft attacks on social networks. Proc. of WWW, 2009 >



Fake accounts are bad for users

OSNSs are attractive medium for abusive users

Data collection

>

Online surveillance, profiling, and data commoditization

6
Nolan et al. Hacking human: Data-archaeology and surveillance in social networks. ACM SIGGROUP Bulletin 25.2, 2005



Fake accounts are bad for users

OSNSs are attractive medium for abusive users

-
P
%. “

Misinformation
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Influencing users, biasing public opinion, propaganda

Ratkiewicz et al. Detecting and tracking political abuse in social media. Proc. of ICWSM. 2011



Fake accounts are bad for users

OSNSs are attractive medium for abusive users

Keebface

Malware Infection

> > >

Infecting computers and use it for DDoS, spamming, and fraud

Thomas et al. The Koobface botnet and the rise of social malware. Proc. of MALWARE, 2010



Our work
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Threat characterization Countermeasure design
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How vulnerable are OSNs
to social infiltration?

Questions
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f-Vulnerability analysis\
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1 that infiltrate on a large
scale?

How to detect social bots

e |s victim prediction
feasible

e Can victim prediction
enable robust
detection

infiltrating OSNs at scale?
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Attack side: Social infiltration in OSNs

Threat
Characterization

What are the security and

. - ~— privacy implications of
(o Vulnerability anal)’S'S\ social infiltration?

of OSN platforms

e Characterization of
user behavior

e Quantification of
privacy breaches

e Effectiveness of

o security defenses

\__| How vulnerable are OSNs \_ )
to social infiltration?

1 The socialbot network: When bots socialize for fame and money, Boshmaf, Beznosov, Ripeanu, ACSAC, Dec 2011
2 Key challenges in defending against malicious socialbots, Boshmaf, Beznosov, Ripeanu, USENIX LEET, April 2012
3 Design and analysis of a social botnet, Boshmaf, Beznosov, Ripeanu, J. Comp. Net., 57(2), Feb 2013
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Social botnet: Experiment

Operated 100 socialbots on Facebook, single botmaster

|
|
C&C Channel
Socialbot | C—— Botmaster

OSN Channel I
O Real
O Victim . '
Q®re —CV 0 T Botherder

Online Social Network

Bots sent 9.6K friend requests send in 8 weeks,
35.7% requests from bots accepted (victims)
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(Platform-level vulnerability)

It is feasible to automate social
infiltration by exploiting
platform and user
vulnerabilities



(Data breaches)

Social infiltration results in
serious privacy breaches,
where personally identifiable
information is compromised



Victims are highly affected

Profile Info

Direct (%9
Before After

Extended (%0
Before After

Birth Date
Emal Address
Gender

Home City
Current Gty
Phone Number
Schoadl Name
Podd Address
IM Account 1D
Maried To
Worked At

Average

133 349

154 237

2.62 times more private data
collected after infiltration
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Friends of victims are affected too

Direct (%0 Extended (%0
PdfileInfo Befoe After Bdoe After

Birth Date
Emal Address
Gender

Home City
Current Gty
Phone Number
Schoadl Name
Podd Address
IM Account 1D
Maried To
Worked At

Avarage 133 349 154 237

1.54 times more, with more than
1 million affected users
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Friends of victims are affected too

Direct (%0 Extended (%0
PdfileInfo Befoe After Bdoe After

|_Birth Date 35 724 45 538 |«— From 49K birthdates to 584K
Emal Address
Gender
Home City
Current Gty
Phone Number
Schoadl Name
Podd Address
IM Account 1D
Maried To
Worked At

Avarage 133 349 154 237

1.54 times more, with more than
1 million affected users

20
Acquisti et al. Predicting social security numbers from public data. Proc. Of Nat. Acad. of Sc. 106(27), 2009



(User behavior characterization)

Some users are more
susceptible to social infiltration,
which partly depends on factors
related to their social structure



Acceptance'rate'(%)'

User susceptibility to become a victim
correlates with social structure

Without mutual friends

Pearson’s r = 0.85
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Number'of'friends’

More friends, more
susceptible to infiltration

Acceptance'rate'(%)'
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Number'of' mutual'friends'

More mutual friends, more
susceptible to infiltration
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Fake accounts mimic real accounts

Only 20% of fakes were “detected”

facebook &\T L!E = manda Nelson Find Friends Home Unfriends* +~

| # Edit Profile || View As...

Amanda Nelson

@ Worked at Maine South High School # Studied at Central Maine Community College ¢ Lives in
Brunswick, Maine # From Brunswick, Maine B Born on February 18, 1993 « Edit Pr;

People You May Know See All

Melanie Bryant
47 mutual friends

Y | €8, Add Friend

@ wall

=] 1nfo [5) Update Status [[3] Add Photo / Video .

&) Photos ’: I?wk Awérado
] ot What's on your mind? Fmultel iends
i otes L 8l Add Friend
A% Friends

m Subscriptions Laugen Ashley Sponsored See Al

! Chris Mckenney, Cameron Dayne
Hampton and Lawrence Wing like

Friends (84) (2
Walmart.
Tiffany Fraser
Walmart
& Like
Jamie Leigh Duf ..
Caitlyn Erin Baker, Caroline
Hinckley and Sian Riebe like Macy's,
Carrie Connors Macy's
B h & Like
at 9:46pm ° Like * Remove Preview
Matt Chart i
Write a comment... Caitlyn Erin Baker and Caroline

B ick Higt

Hinckley like Louis Vuitton,

Amanda Nelson Louis Vuitton
g Like

Rugby World Cup 2011: New Zealand vs Tonga Rugby LIVE
AT:http://tinyurl.comlive 2day Totally For Free! No Survey, No Sign up
Needed. Dont forget to like this website on facebook!!!

All manually flagged by concerned users

Chris Mckenney
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(Feature-based detection is
ineffective)

Socialbots leads to arms race
and render feature-based fake
account detection ineffective



Defense side: Infiltration-resilient fake

account detection

1 Graph-based Sybil detection in social and information systems. In Proc. of ASONAM, Aug 2013

Countermeasure

Design

—

.

How can OSNs detect
fakes or social bots that
infiltrate on a large scale?

e Victim prediction for
robust detection

e Framework for
evaluation

2 Integro: Leveraging victim prediction for robust fake account detection in OSNs. NDSS, Feb 2015

3 Thwarting fake accounts by predicting their victims. Submitted to TISSEC, Feb 2015
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(Graph-based detection)

Social infiltration invalidates
the assumption behind graph-
based fake account detection



Graph-based detection

Assumes social infiltration on a large scale is infeasible

Attack edges

Real region Fake region

Finds a (provably) sparse cut between the regions by ranking

Alvisi et al. The evolution of Sybil defense via social networks. IEEE Security and Privacy, 2013.



Graph-based detection

Ranks computed from landing probability of a short random walk

Cut size =3

Real region Fake region

Most real accounts rank higher than fakes

Alvisi et al. The evolution of Sybil defense via social networks. IEEE Security and Privacy, 2013.



Graph-based detection is not resilient to
social infiltration

Cut size = 10 (densest)

Real region ! Fake region

50% of bots had more than 35 attack edges




Premise: Regions can be tightly connected

Cut size = 10 (densest)

Real region ‘ Fake region



Key idea: Identify potential victims with some
probability

Potential victim with
probability 0.9

Real region Fake region



Key idea: Leverage victim prediction to reduce
cut size

Cutsize=1.9<<10

High=1

Medium < 1

Low=0.1

Real region ! Fake region

Assign lower weight to edges incident to potential victims
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Delimit the real region by ranking accounts

Ranks computed from landing probability of a short random walk

High=1

Medium < 1

Low=0.1

Real region Fake region

Most real accounts are ranked higher than fake accounts



Result 1: Bound on ranking quality

Number of fake accounts that rank
equal to or higher than real accounts
is O(vol(E,) logn) where vol(E,) < |E,]

Assuming a fast mixing real region and an attacker who establishes attack edges at random



Result 2: Victim classification is feasible
(even using low-cost features)

0.8 1

True(posiSve(rate(

0.2 1

Random Forests (RF) achieves up

0.6 A

0.4 1

AUC =0.76
AUC =0.7

AUC =0.5

==TuenS (
= = Facebook(

Random(

0.2 0.4 0.6 0.8

False(posiSve(rate(

to 52% better than random

Mean area under ROC curve

0.761

0.759 -

0.757 A

0.755 A

0.753 ~

0.751 1

0.749 -

40K vectors
0.747 T T ' :

10 20 30 40 50 60

Dataset size (thousands)

No need to train on more than
40K feature vectors on Tuenti

Integro: Leveraging victim prediction for robust fake account detection in OSNs. NDSS, Feb 2015
Thwarting fake accounts by predicting their victims. Submitted to TISSEC, Feb 2015.



Mean(area(under(ROC(curve(

Result 3: Ranking is resilient to
infiltration

Integro delivers up to 30% higher AUC, and AUC is always > 0.92
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Cao et al. Aiding the Detection of Fake Accounts in Large Scale Social Online Services, NSDI'12



Deployment at Tuenti confirms results

Percentage of fakes (%)

Integro delivers up to an order or magnitude better precision

100

Low ranks to higher ranks
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Percentage of fakes (%)

Highly-infiltrating fakes

SybilRank 121

101

e=|ntegro-RF
SybilRank
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20K node interval in ranked list

Precision at lower intervals
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20K node interval in ranked list

Precision at higher intervals
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Research Questions and Contributions
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Public education & further studies
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'Socialbots' Invade Facebook:
Cull 250GB of Private Data

By ot P Nk o, PCWord Nov 2. 2011 220 PM

Socialbots used by researchers to 'steal’
Facebook data

hers have d d a new
pable of stealing p
information from Facebook. 2 November 2011 Last updated af 08:00 ET

APRIL OR, 2013

Your Facebook friends may be evil bots

Computer scientists have unleashed hordes of humanlike social
bots to infiltrate Facebook - and they're awfully effective

By Eagle Camma | InfoWorkd

Facebook easily infiltrated,
mined for personal info
Soclalbot network could mine 175 chunks of personal data per bot per day

cecnews oo

Production-class deployment

Open-source, public release

gra 0S

All you can Eat Giraph.
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