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Abstract—This paper describes the implementation of a par-
allel world model using Linux containers. A parallel world
(or parallel universe) model allows a user to create multiple
execution environments, called worlds, in a single operating
system and to manipulate these worlds. This model enables
a system administrator to create a new test world that looks
like a production world. The system administrator upgrades
fundamental software and tests applications in the new test
world while running the production world. If the applications
do not pass the tests, the administrator deletes the new world.
If the applications pass the tests, the administrator merges the
test world into the production world. Prior to the merge, the
administrator can examine the differences between these two
worlds, and identify any unintentional file modifications.

The parallel world model has been implemented using Linux
containers and Aufs, a union filesystem. In addition, this im-
plementation uses Auditd, an audit tool, to trace file accesses
in worlds. This paper describes the effectiveness of the par-
allel world model by analyzing a software upgrade process.
Experimental results show that the world-related operations are
completed within a few seconds, and that it is difficult for remote
users to notice the overhead caused by running in parallel worlds.

I. INTRODUCTION

Software bugs are found every day, and software up-
dates or patches are released regularly. System administra-
tors, especially those in small organizations, are very busy
upgrading fundamental software, such as Web servers and
language processors. It is easy for system administrators to
perform software updates. For example, a system administra-
tor can perform an update by typing “apt-get update;
apt—get—upgrade” in a Debian-based Linux distribution.
However, upgrading fundamental software can crash applica-
tions. System administrators must test their applications after
upgrading. If they identify problems, they must undo the
upgrade.

Some systems provide transactional/undoable operations to
support these activities of system administrators. Using virtual
machines enables administrators to easily clone the production
environment at the disk block level. However, it is not straight-
forward to move the contents of the test environment into the
production environment after testing. Taking filesystem-level
snapshots allows administrators to easily revert destructive
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software updates. However, this method does not help to run
the production environment while testing.

To address these problems, we propose providing a parallel
world model at the operating system level. A parallel world or
parallel universe model is a model to describe time machines
in science fiction (SF) and to interpret observations in quantum
physics. In our parallel world model at the operating system
level, a world is a container of files and an execution environ-
ment of processes. Using this parallel world model, a system
administrator can upgrade fundamental software, as follows.

1) Create one or more child worlds for upgrading and
testing, based on the root world as the production
environment and other existing derived worlds. We allow
multiple inheritance. A child world inherits files from
multiple parents in a copy-on-write manner.

2) Keep running the root production world while upgrading
and testing in child worlds.

3) Remove child worlds if the application does not work.

4) Merge the contents of child worlds into the root world if
the application works well. Before merging, the system
administrator can show differences between the child
worlds and the root world, and see the files that will be
modified on merging.

We have implemented this parallel world model in Linux
using Linux containers (LXC) [13]. We realize the copy-on-
write feature using Aufs, a union filesystem [20]. We also
use Audit daemon (Auditd), a system audit tool, to trace file
accesses in worlds and watch for derived files [7].

II. COMMANDS FOR MANIPULATING WORLDS

This section shows the usage of commands that manipulate
worlds by using the following scenario.

¢ The production environment runs a blog application with
WordPress [36], which is written in the PHP language
[32]. The Web server is Apache [31].

« Patches are released for WordPress and PHP. The system
administrator needs to upgrade WordPress and PHP.

o Before actually upgrading, the system administrator must
test the blog application.
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Fig. 1.

« If the blog application works well in testing, the system
administrator makes these patches effective in the pro-
duction environment.

o Otherwise, the system administrator keeps the production
environment unchanged, finds the causes of the problem
and considers alternatives.

Table I shows commands for manipulating worlds. In the
parallel world model, there is a special world called the root
world. The root world, referred to as Root, is the base of other
derived child worlds. The root world typically runs production
applications. The following command runs a Web server in the
root world.

$ wexec Root service apache?2 start

The system administrator also uses the wconsole com-
mand to run commands interactively.

Next, the system administrator creates three child worlds.
The first world is for upgrading WordPress; its parent is the
root world.

$ wcreate WPUpdate Root

TABLE I
COMMANDS FOR MANIPULATING WORLDS.

Four fundamental commands

Command Description
wcreate Create a child world based on one or more parent
worlds.

wdelete Delete a world.

wdiff Show differences between two worlds.

wmerge Merge a world into another world.
Supplemental commands

Command Description

wexec Run a command in a world.

wconsole Connect a terminal to a world.

wip Configure IP addresses and port forwardings.

check-off | Checks off files on merging.

$ exec WPUpdate bash wordpress_update.sh
The second world is for upgrading PHP.

$ wcreate PHPUpdate Root
$ wexec PHPUpdate apt-get upgrade phpb

The final world is for testing the blog application. Fig. 1
shows the final direct acyclic graph (DAG) of these worlds.

$ wcreate WPTest WPUpdate PHPUpdate

Next, the system administrator dumps databases in the root
world.

$ wexec Root
—-—all-databases > backup_root.sgl"

Next, the system administrator restores databases in the test
world, runs MySQL server [21], and runs the Apache Web
Server.

$ wconsole WPTest

WPTest$ service mysgl start
WPTest$ mysgl < backup_root.sqgl
WPTest$ service apache2 start
WPTest$ exit

Next, the system administrator maps the port of the test
world to the host.

$ wip WPTest forward 80 50080

Now, the system administrator begins testing the blog appli-
cation with a Web browser. If the application passes the test,
the system administrator sees updated files.

$ wdiff WPUpdate Root

+ /var/www/html/wordpress/wp-includes/Jjs/qg
uicktags. js

+ /var/www/html/wordpress/wp—includes/sess
ion.php

+ /var/www/html/wordpress/wp-admin/plugin-
install.php

$ wdiff PHPUpdate Root

If no problem is found, the system administrator makes
these modifications effective in the root world, and deletes
the test world that contains dirty log files and databases.

$ wdelete WPTest

$ wmerge WPUpdate Root

$ wmerge PHPUpdate Root

$ wexec Root service apache2 restart

If serious problems in the patches are found, the system
administrator deletes the worlds and considers alternatives.

$ wdelete WPTest WPUpdate PHPUpdate

Note that this process of upgrading and testing is not
serializable in terms of transaction processing [37]. As we
see in this example, we do not need strict serializability in

"mysqgldump —--single-transaction \
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Fig. 2. Implementation of worlds with Linux containers (LXC) and Aufs, a
union filesystem.

software upgrading and testing. Human administrators solve
conflicts and tolerate miner problems.

In this paper, we describe the third implementation of the
parallel world model. First, we implemented the model in a
file server of a distributed operating system [28]. Second, we
implemented it in Solaris using process tracing [10]. In these
two implementations, we targeted on optimistic/speculative
computation. For example, the speculative make command
begins compilation before a user types “make.”

In this paper, we describe the third implementation of the
parallel world model in Linux with containers. This third
implementation focuses on supporting administrators. Unlike
in previous implementations, the third implementation allows
running a server in the production world while running another
server in a test world. Furthermore, we have added the function
that collects file accesses in the root world, and help system
administrators find unintentional file modifications. We will
discuss about it in Section III-B.

III. IMPLEMENTATION OF THE PARALLEL WORLD MODEL

This section describes the implementation of the parallel
world model. We use containers, a union filesystem, and an
audit tool.

A. Implementing worlds using Linux containers and a union
filesystem

Fig. 2 shows the implementation of worlds with containers
and Aufs. Each world has a container of LXC. Each container
has its own root filesystem in a union filesystem [1], [9]. We
chose Aufs as our union filesystem. Aufs aggregates multiple
filesystem layers. The top of each stack is read-write, and the
other lower layers are read-only. A process in a world can read
files in lower layers. When a process writes a file, it is stored
in the top read-write layer. The root world does not use Aufs.

Each world has its own network namespace. When we run
a server in a child world, we can allocate an IP address to the
child world, or we can map the server’s port number to an
unused port number of the host.

We create a child world based on a parent world as follows.

e« We create a root directory with Aufs. First, we create
a new empty directory. Next, we union-mount the new
empty directory and the lower root directory (or directo-
ries) of the parent world(s). For example, in Fig. 2, we
union-mount the WPUpdate layer and the Root bottom
layer for the WPUpdate Container.

o« We create a container by cloning a template container
with the 1xc-clone command. We set the root filesys-
tem (rootfs) of the container to the directory of Aufs
above.

+ We configure Auditd. We will describe Auditd in Section
I11-B.

o« We execute the container with the l1xc-start com-
mand.

To delete a world, we kill processes in the container, delete
the container, unmount the Aufs directory, and remove files in
the read-write layer of Aufs.

To show differences between a parent and a child world,
we show the file names in the Aufs read-write layer of the
child. At this time, we exclude some system files that are
automatically modified by LXC. For example, we exclude
/var/log/{wtmp, boot, dmesg, upstart}.

To merge a source world into another destination world, we
first move the files in the read-write layer of the source world
to that in the destination world. Next, we migrate processes in
the container of the source world into that of the destination
world. Finally, we delete the source world.

To move files in world merging, we have two options.

o We retrieve the read-write layer of the source world. We
also find whiteout files of Aufs and delete corresponding
files in the read-write layer of the destination world.

o We retrieve an in-memory file access table, which will
be described in Section III-B.

B. Collecting file accesses with Auditd

We can implement the parallel world model with LXC and
Aufs. In addition, we collect file accesses in containers for the
following reasons.

o Showing derived files.
o Accelerating world operations.

A derived file is a file that is generated from other files
by a translator. For example, in the C language, an object
file is a derived file from a source file. While Aufs can track
write accesses to files, it cannot track read accesses to files.
Therefore, we can miss derived files in the following case, as
shown in Fig. 3-(a).

1) The root world has a source file.

2) We create a child world based on the root world.

3) We patch the source file in the child world.



$ wcreate Child Root $ wcreate Child Root

Write filel.c in Child Write filel.c in Child

Read filel.c in Root
Write filel.o in Root

$ wdiff Child Root
+filel.c

$ wdiff Child Root
?filel.c
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y $ wmerge Child Root vy $ wmerge Child Root
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(a) Without collecting file
accesses in the root world.

(b) With collecting file accesses
in the root world.

Fig. 3. Detecting file accesses in the root world.

4) We make an object file from the source file in the root
world.
5) We merge the child world into the root world.

Although this merge updates the source file in the root world,
the object file in the root world can remain unchanged.
Because we keep the timestamps of files in world merging,
the make command cannot detect such modifications.

To address this problem, we collect file accesses in worlds
including the root world at the system call level. If we trace
all the system calls including read() and write() system calls,
this would cause great performance degradation. In our current
implementation, we trace limited system calls as follows.

o System calls that take file names: open, rename, creat,
unlink, symlink, link, utimes, utime, mknod, truncate,
chmod, chown, Ichown, stat, and Istat.

o System calls that take the file descriptor of a base
directory: openat, renameat, and other *at system calls.

We have implemented tracing system calls by extending
Auditd. The kernel code of Auditd traces system calls based
on the Linux Security Module [38], and puts the results into
a Unix domain socket. Our user level code reads these system
call traces, and maintains a table of file accesses for each
world.

We use file accesses in worlds to implement world opera-
tions, including showing differences, merging, and deleting. In
the implementation of the wdiff command, we analyze the file
accesses in the two given worlds. We can show warnings of
conflicts to users and list the names of updated files in a parent
world. In Fig. 3-(b), since the source file is written in the child
world and read in the root world, the wdiff command shows
a warning. In the same example, the object file is written in
the root world, and the wdiff command shows the name of the
object file. Therefore, the user notices and removes the object
file before merging.

Since the table of file accesses includes file names in read-
write layers of Aufs, we use this table to implement the
wmerge and wdelete commands. Unlike in retrieving read-
write layers of Aufs, we can efficiently obtain file names

without disk I/O. While we do not use Aufs for the root world,
we collect file accesses in the root world with Auditd. The root
world can contain billions of files. We can obtain file accesses
with Auditd without retrieving the entire file system of the
root world while its child worlds are active.

We have modified the kernel code of Auditd as follows.

o In openat() and other system calls ending with “at,” our
code outputs the absolute path names of base directories.
¢ Our code outputs the identifiers and names of containers.

C. Process migration between worlds

When we merge a source world to another destination
world, we move processes in the source world to the desti-
nation world. This allows a system administrator to use the
running test world as a production world.

To realize this feature, we have added the following func-
tions that change the attributes of arbitrary processes in a
source world.

o Changing the root directory.

o Changing the current working directory and other base

directories for *at system calls.

o Changing the namespaces.

It was simple to implement the first two functions by
extending the chroot() and chdir() system calls, respectively.
We added a process identifier (PID) argument to each system
call. To realize changing the root directory of a live migrating
process, for example, we perform the extended chroot() system
call. This system call takes two arguments: a path name of the
new root directory and a PID. We give the path name of the
root directory of the destination container and the PID of the
migrating process to this system call.

It was a small challenge to change namespaces, especially
the PID namespace. The setns() system call is designed to
set the namespace of child processes after fork(). We changed
this behavior to set the namespaces of live processes. Because
the current implementation changes the PID of a process after
migration, an application that depends on an invariant PID will
not work.

IV. EVALUATION

In this section, we evaluate our implementation of the
parallel world model using LXC, Aufs, and Auditd.

A. Qualitative aspect

A system administrator can upgrade fundamental software
in a conventional manner using the parallel world model. The
system administrator can easily create a test environment that
is very similar to the production environment. In addition, the
system administrator can confirm modified files before actually
modifying files in the production environment.

The usage of containers in the parallel world model is
different from that in Docker. Docker enables a system admin-
istrator to describe how to build the execution environment and
share the description among distributed developers. Docker
provides two main methods that system administrators can use
to upgrade software.



o The conventional method. A system administrator runs a
package management tool in containers.

o Immutable infrastructure [6]. A system administrator cre-
ates a new execution environment.

In the first method, a system administrator would want to
use the operations of the parallel world mode. However, this
is not the case for the second method. For example, when
bugs are encountered in WordPress and PHP as in Section II,
a system administrator performs the following steps.

1) The system administrator copies and modifies the Dock-
erfile of the production environment and creates that of
a test environment.

2) The system administrator copies databases, and tests the
application.

3) If the application passes the test, the system admin-
istrator stops the current production container. Next,
the system administrator runs the test container as the
new production container after changing configurations,
again.

In the second method based on immutable infrastructure, the
system administrator needs greater skills than those needed
for the first conventional method. Our parallel world model
supports intermediate level system administrators who use the
conventional method.

In this paper, we have designed the parallel world model for
system administrators, especially those in small organizations.
The example in Section II has following downtime or outage
duration.

o (Shutdown the Apache Web server in the Root world.)

o Merge the WPUpdate and PHPUpdate worlds to the Root
world.

o (Re)start the Apache Web server in the Root world.

We can avoid this downtime of the Web server, as follows.

o Redirect incoming accesses for the production world to
the test world with the wip command in Table 1.

o Shutdown the Web server in the production world.

o Merge the test world to the production world.

While this procedure does not have downtime, this proce-
dure has other problems. First, we have to reconfigure database
connections if we cloned and modified databases in the test
world. Second, we have to check-off log files in the test world
with the check-off command in Table I if we have to keep log
files in the production world. These steps can be very complex
while in the example in Section II, the system administrator
simply discards databases and log files in the test world by
deleting the test world.

We believe that many system administrators in small organi-
zations accept short downtime instead of performing complex
steps. Such a system administrator can easily create a test
environment that corresponds as closely as possible to the
production environment. The system administrator can keep
running the production environment while testing. The system
administrator can easily remove the test environment and
its contents if applications do not work in it. Finally, the

system administrator can easily move the contents of the test
environment into the production environment after testing.

The current implementation of the parallel world model
has several limitations. First, because it depends on Aufs, we
cannot effectively manage block-level file modification and
directory renaming. If an application changes a single byte
of a large file, Aufs copies the entire file. If an application
renames a directory, Aufs also performs copying recursively.

We need an improved union file system that effectively
manages these problems [39]. Linux 4.5 introduces a new
system, call copy_file_range() and its VFS layer API in struct
file_operations [14], [15]. This API allows a file system to
share data blocks between a source file and destination file in
copying. Btrfs [25] makes use of this new feature in Linux
4.5. In our future work, we would like to use this feature to
implement an efficient union file system for the parallel world
model. In addition, we can omit collecting file accesses with
Auditd if a file system does it with container identifiers.

In the current implementation, we cannot manage in-
dex files of package management tools. For exam-
ple, the Debian package manager (dpkg) uses the file
/var/lib/dpkg/status. If we create two parallel
worlds, and both worlds update this file by installing some
packages, one of two updates will be lost. To avoid this, we
need to run the package manager in a single world, or we need
to create a child world of a child world. We need an improved
package manager that does not use such centralized files. We
can implement a new package manager that makes maximum
use of the parallel world model, in a similar manner as the
speculative make command [10], [28].

B. Performance

We performed experiments to demonstrate the usefulness of
the implementation of the parallel world model with contain-
ers. We measured the following execution times.
« Execution times of four fundamental commands. We used
the command interaction in Section II.

o Access times and throughputs of WordPress running in
a world. We used Apache Bench (ab) to measure access
times and throughputs.

Table II shows our experimental environment. These two
PCs were connected with 1 Gbps Ethernet. We ran Apache
httpd 2.4.7, PHP 5.5.9, WordPress 4.0, MySQL 5.5.46, and
Apache Bench 2.3. In the second experiment, we disabled
caching for WordPress. We posted 1000 articles to WordPress.
The size of each article was 6500 bytes. We configured the
ab command to access the top page of the blog application.

TABLE I
EXPERIMENTAL ENVIRONMENT.

WordPress PC Apache Bench PC
CPU Intel Core i7 870 2.93GHz | Intel Core 17-4790K 4.00GHz
4 cores, Hyper Threading 4 cores, Hyper Threading
Memory 32 GB 32 GB
Kernel Linux 3.13.11 modified Linux-3.13.0-36-generic
Distribution | Ubuntu-14.04 (64 bit) Ubuntu-14.04 (64 bit)




The size of the page was 76 KB. We set the number of
simultaneous connections to 10 and the number of total
requests to 100.

Table III shows execution times of commands for manipu-
lating worlds using the in-memory file access table described
in Section III-B. We also performed same experiments by
retrieving the read-write layers of Aufs. However, we have
obtained no significant difference between them because all
Aufs data was cached in the main memory.

Creating a world took a relatively long time because we
created and started an LXC container. The execution times of
wmerge and wdiff depended on the number of files. Table IV
shows the numbers of files and their total size for each child
world. When the number of files was a few hundred, the
execution times for merging were less than two seconds. When
we ran the wdiff command in a terminal, the display speed
was bounded by the terminal. The wdelete command ran fast
because we did lazy execution of cleaning up files in the Aufs
read-write layer and destructing the container.

Table V shows the access times in seconds and through-
puts in request per second when we accessed the top page
of WordPress with a warm filesystem cache. We measured
performance with and without Aufs and Auditd. When we ran
without Aufs and with Auditd, we obtained the performance
of the root world. When we ran with both Aufs and Auditd, we
obtained the performance of a child world. As shown in this
table, the overhead incurred by the worlds was less than 12 %.
If a user accesses the blog application over the Internet, it is
unlikely that they would notice this overhead. We believe that
most system administrators will accept this small performance
degradation, especially while they are testing.

V. RELATED WORK

We discussed comparisons with Docker in Section IV-A.
Our parallel world model supports intermediate-level system
administrators, while Docker supports senior-level system ad-
ministrators.

TABLE III
EXECUTION TIMES OF WORLD OPERATIONS.
Operations Execution times
in seconds
wcreate ~ WPTest/WPUpdate Root 0.85
wcreate ~ WPTest WPUpdate PHPUpdate 1.10
wmerge  WPUpdate Root 1.15
wmerge  PHPUpdate Root 1.20
wdiff WPUpdate Root 0.04
wdiff PHPUpdate Root 0.05
wdelete ~ WPTest 0.03

TABLE IV
NUMBERS OF FILES AND THEIR TOTAL SIZES.

‘Worlds # of files Total sizes in
MB
WPUpdate 45 1.9
PHPUpdate 219 87.5
WPTest 30 1.9

Researchers have implemented transactional/undoable oper-
ations at the system call level [4], [11], [17], [19], [22], [23],
[26], [27], [34]. Between these systems, the system in [27]
most closely resembles our parallel world model. Using Sun
ZFS in Mac OS X, this system allows a system administrator
to upgrade software while retaining the existing version. Some
version control systems can be accessed through filesystem
interfaces [3], [5], [12], [18], [24]. An advantage of our
parallel world model over these systems is that we support
concurrent execution of both the production environment and
a test environment.

Using virtual machines enables administrators to easily
clone the production environment [29], [33], [35]. However, it
is not straightforward to move contents of the test environment
into the production environment after testing.

Distributed shared repositories use various types of merging
semantics and conflict resolution methods [8], [16], [30]. In
our parallel world model, we use simple merging semantics
for a single system administrator. Our model allows a system
administrator to check off insignificant log files before merg-
ing.

VI. CONCLUSION

In this paper, we have described the implementation of
a parallel world model using Linux containers. This model
enables a system administrator to create a new test world that
looks like a production world. The system administrator can
upgrade fundamental software and test applications in the new
test world while running the production world.

We have implemented the parallel world model using Linux
containers, Aufs, and Auditd. We have shown the effectiveness
of the parallel world model by analyzing a software upgrade
process. Experimental results show that the world-related
operations are completed within a few seconds, and that it
was difficult for remote users to notice the overhead caused
by running in parallel worlds.

In our future work, we plan to implement an efficient union
file system for the parallel world model. We are also interested
in making the parallel world model work together with other
container technologies, including Docker and Rkt [2]. We
would also like to implement an efficient union file system
for the parallel world model.

TABLE V
AVERAGE ACCESS TIMES AND THROUGHPUTS OF WORDPRESS.

Aufs | Auditd | Access Requests per
time in | second
milliseconds

- - 231 41.5
- v 250 38.5
v - 231 41.6
v v 258 37.4
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