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• Iris Ding 丁少君
• IBM工程师，开源贡献者

• Istio Maintainer
• Apache CXF Committer
• Github: irisdingbj
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Agenda

• Install Operator API
• Custom Install via istioctl
• Custom install via Operator
• Canary Upgrade for Istio Control plane

3



• Download the Istio release.
• Perform any necessary platform-specific setup.
• Check the Requirements for Pods and Services.
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Prepare for Installation

https://preliminary.istio.io/pt-br/docs/setup/getting-started/
https://preliminary.istio.io/pt-br/docs/setup/platform-setup/
https://preliminary.istio.io/pt-br/docs/ops/deployment/requirements/
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InstallOperator API(iop)
Component configuration APIMeshConfig

https://github.com/istio/api/blob/master/operator/v1alpha1/component.proto
https://github.com/istio/api/blob/master/mesh/v1alpha1/config.proto


• The legacy Helm installation API for backwards compatibility.
operator/pkg/apis/istio/v1alpha1/values_types.proto

https://github.com/istio/api/blob/master/operator/v1alpha1/operator.proto
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InstallOperator API(iop)

https://istio.io/docs/reference/config/installation-options/
https://github.com/istio/api/blob/master/operator/v1alpha1/operator.proto


Option 1: 
istioctl
• Istioctl install –f xxx.yaml
• Istioctl install --set 
• Istioctl manifest generate
• Results:

• Install Istio Control 
plane

• Save Install State
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https://github.com/istio/operator/blob/master/ARCHITECTURE.md#manifest-creation

https://github.com/istio/operator/blob/master/ARCHITECTURE.md
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Demo – installation customization
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More support from istioctl

Istioctl profile list
1. default
2. Demo
3. minimal: 
4. remote: 
5. Empty
6. Preview

istioctl profile dump



10

More support from istioctl
istioctl profile dump 
istioctl profile diff
istioctl manifest generate
istioctl manifest migrate
Istioctl manifest versions
…



Option2: Istio 
Operator
• Based on K8s controller 

pattern

• An Operator represents 
human operational 
knowledge in software, to 
reliably manage an 
application

• Operator SDK
• Resource spec: crd
• Controller: actions taken when 

your resources changes
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Resource

Controller

https://github.com/kubernetes/sample-
controller/blob/master/docs/controller-client-go.md

https://github.com/kubernetes/sample-controller/blob/master/docs/controller-client-go.md
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Option2: Istio Operator
---
apiVersion: apiextensions.k8s.io/v1beta1
kind: CustomResourceDefinition
metadata:

name: istiooperators.install.istio.io
spec:

group: install.istio.io
versions:

- name: v1alpha1
served: true
storage: true

scope: Namespaced
subresources:

status: {}
names:

kind: IstioOperator
listKind: IstioOperatorList
plural: istiooperators
singular: istiooperator
shortNames:
- iop

...

---
apiVersion: apps/v1
kind: Deployment
metadata:

namespace: istio-operator
name: istio-operator

spec:
replicas: 1
selector:

matchLabels:
name: istio-operator

template:
metadata:

labels:
name: istio-operator

spec:
serviceAccountName: istio-operator
containers:

- name: istio-operator
image: gcr.io/istio-

testing/operator:1.5
command:
- operator
- server

...

---
apiVersion: v1
kind: Service
metadata:

namespace: istio-operator
labels:

name: istio-operator
name: istio-operator-metrics

spec:
ports:
- name: http-metrics

port: 8383
targetPort: 8383

selector:
name: istio-operator

...

---
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

creationTimestamp: null
name: istio-operator

rules:
# istio groups
- apiGroups:

- authentication.istio.io
resources:
- '*'
verbs:
- '*'

- apiGroups:
- config.istio.io
resources:
- '*'
verbs:
- '*'

- apiGroups:
- install.istio.io

…
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Option 2: Istio Operator
---
apiVersion: install.istio.io/v1alpha1
kind: IstioOperator
metadata:

namespace: istio-system
name: example-istiocontrolplane

spec:
profile: demo

...

istioctl operator init
istioctl operator remove



• In place upgrade
• Canary upgrade 
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Istio Upgrade

https://istio.io/blog/2020/multiple-control-planes/

